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Some companies have defensively 
registered COVID-19-related domain names 

incorporating their existing marks.

COVID-related cybersquatting underscores 
importance of vigilant trademark policing
By David J. Steele, Esq., and Helena M. Guye, Esq., Tucker Ellis LLP

NOVEMBER 13, 2020

While most of the world has come to a standstill due to the 
COVID19 outbreak, cybercriminals have been working furiously to 
exploit the global turmoil. Since February 2020, the number of 
COVID19-related domain names registered has skyrocketed. 

While some of these domain names host legitimate sites and 
provide useful information and resources about the pandemic, 
most provide misinformation, or are used in scams, phishing 
or malware attacks. Most of these domain names trade on the 
goodwill of trademarks to promote their schemes. 

As global lockdowns have forced companies and consumers alike 
to rely on the Internet, vigilant trademark policing online has never 
been more urgent. 

COVID-19-RELATED CYBERCRIMES
In December 2019, the novel coronavirus was first identified in 
China.1 By September 2020, over 160,000 COVID-19-related 
domain names had been registered.2 One study by Palo Alto 
Networks found that of the 116,657 COVID-19-related domain 
names registered between January and March, at least 2,022 were 
malicious and 40,261 were “high-risk.”3 

While the rate at which these domain names are registered has 
slowed, little has been done to effectively thwart their creation.4 As 
the virus continues to develop and the world responds, trademark 
owners must understand both the risks these criminals pose and 
how to combat them. 

The spread of misinformation regarding the coronavirus has been 
prevalent during the COVID19 pandemic.5 A number of domain 
names host websites dedicated to the spread of materially false 
information about COVID19, from basic misunderstandings 
about the virus, to inaccurate medical information and full-blown 
conspiracy theories.6 

Some of these sites, for example, purport to have discovered cures 
for COVID19, such as colloidal silver, vitamin C, garlic, or lemon 
and hot water (despite no evidence supporting such claims).7 
Other sites are devoted to propagating myths like “getting a flu 
shot increases your risk of COVID19” or, of course, “5G cell phone 
technology is linked to the outbreak” (again, this is not true).8 

A number of COVID19 domain names resolve to websites dedicated 
to stealing visitors’ personal information. Most frequently, 
these sites involve fake products or services. Some sites imitate 
government agencies and induce individuals with false offers of 
cash from a fictitious economic stimulus packages or the like.9 

Often the sites seek to gain access to either personal information 
or financial information. Similarly, numerous domain names host 
malicious content that installs malware on a PC.10 

Since the COVID-19 outbreak, phishing attempts have also been 
particularly rampant.11 Phishing emails, which can be sent to 
personal or work email accounts, commonly imitate legitimate 
organizations. 

For example, phishing emails may look as though they originate 
directly from the U.S. Centers for Disease Control or the World 
Health Organization, while others may impersonate a member of 
company’s management team.12 

By April, more than 700 domain names that are confusingly 
similar to popular streaming services like Netflix and Disney Plus 
were registered.13 Similar trends were seen with video conferencing 
services like Zoom and Microsoft Teams.14 

These infringing websites have fraudulently offered free services or 
subscriptions in attempts to gain access to an individual’s personal 
or financial information.15 

THE PROBLEM FOR TRADEMARK OWNERS
Not only are these criminals invoking hot-button COVID-19-related 
terms to lure Internet users, many also incorporate trademarks to 
boost the credibility of the domain names and lure consumers to 
these fraudulent sites. 

Government agencies, the healthcare and medical goods industry 
and technology companies have been especially targeted by this 
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Companies should respond both 
offensively and defensively to properly 

protect their marks.

new vector of cyber threats.16 For example, a slew of infringing 
domain names were recently detected by Verizon.17 

Of particular concern were the domain names 
myverizonwirelessCOVID19.com and verizonwireless-
COVID19.net, which resolved to sites imitating Verizon’s 
legitimate site.18 Verizon filed a complaint with the World 
Intellectual Property Organization (”WIPO”), which provides 
domain name dispute resolution services through its 
Arbitration and Mediation Center.19 

Citing a lack of legitimate rights and the clear bad faith on the 
part of the registrant, WIPO ordered the transfer of the domain 
names to Verizon.20 These were not the only domain names 
incorporating the Verizon trademark illegitimately — Verizon 
also recovered verizonCOVID19.com, verizonCOVID19.com 
and verizonCOVID19.info from registrants after requesting 
their identification.21 Many other brands have fallen victim to 
similar schemes.22 

Some companies have defensively registered COVID-19-
related domain names incorporating their existing marks. 
Facebook, for example, registered over 500 domain names 
incorporating COVID-related terms and their Facebook and 
Instagram trademarks (e.g., facebook-coronavirus-info.com 
and instagramCOVID19.tld).23 Apple, too, has registered the 
domain name AppleCoronavirus.com.24 

EFFORTS TO COMBAT COVID-19 RELATED 
CYBERCRIMES
Last month, the number of consumer complaints to the U.S. 
Federal Trade Commission related to COVID19 surpassed 
200,000, with reported fraud losses exceeding $140 million.25 

These numbers, along with general fears about the spread 
of misinformation, have raised alarms among lawmakers and 
consumer protection groups alike. Calls to action have been 
made, but largely remain unanswered. 

The difficulty quelling these domain name registrations 
stems in part from a lack of compliance efforts by The Internet 
Corporation for Assigned Names and Numbers (”ICANN”), 
the administrative body that coordinates and manages the 
domain name space. Thus far, ICANN has only appealed to 
domain name registrars to police fraud in a letter, asking 
them to systematically identify and review possible abuses.26 

The response from domain name registrars, who profit from 
domain name registrations, has been woefully lacking. 
While some registrars like GoDaddy will investigate and 
remove abusive sites in response to a credible report,27 many 
registrars entirely ignore reports of fraud and abuse.28 

For example, after receiving no reply its notice, the U.S. 
Department of Justice, took the extraordinary step of filing 
suit in federal court and seeking a temporary restraining order 
to shut down the domain name coronavirusmedicalkit.com, a 
site offering bogus “free vaccine kits.”29 The court ordered the 

domain registrar, NameCheap, to disable the domain name 
and to serve a copy of the order on its customer.30 

In April 2020, U.S. Senators Maggie Hassan (D-N.H.), Mazie 
Hirono (D-Hawaii) and Cory Booker (D-N.J.) sent joint letters 
to the executives of various domain name registrars in hopes 
of pushing them to act.31 

Despite this effort, government actors are facing an uphill 
battle in preventing the further proliferation of these 
cybercrimes. 

PROTECTING YOUR COMPANY AND CUSTOMERS
It is imperative that trademark owners take action to 
prevent online cybercriminals from utilizing the company’s 
trademarks in furtherance of their fraud. 

Companies should respond both offensively and defensively 
to properly protect their marks, taking steps to prevent the 
registration of infringing, malicious domains and responding 
to their registration. 

Companies should look to brand protection technologies 
and experts to provide additional support. For example, 
trademark owners should utilize a domain name monitoring 
service to monitor and detect new registrations containing a 
trademark (or variants).32 

Similarly, service providers can also monitor social media sites 
and websites for improper use of trademarks (and even the 
names of key executives).33 Additionally, service providers can 
monitor for phishing and malware targeting trademarks.34 

These services provide early notice of potential problems and 
inform appropriate enforcement action. Lastly, companies 
should also consider registering multiple domain names that 
are confusingly similar to their brand purely for defensive 
purposes. 

In the event an infringing domain name is registered, 
trademark owners have a number of legal and non-legal 
remedies available, with varying degrees of cost and 
efficiency. 

In the most extreme matters, or where immediate action is 
needed, trademark holders can file a lawsuit seeking injunctive 
and/or monetary relief under the Anticybersquatting 
Consumer Protection Act (”ACPA”), 15 U.S.C.A. § 1125(d).35 

If online content does not involve cybersquatting (i.e., use 
only on a website or social media platform), a conventional 
trademark infringement and/or false designation of origin 
lawsuit would be equally viable. 
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An alternative to cybersquatting litigation is the ICANN 
Uniform Domain Name Dispute Resolution Policy (”UDRP”). 
The UDRP is a material term to nearly all domain name 
registration agreements, and provides an efficient tool 
to recovering infringing domain names. Proceedings 
are typically resolved in 5-7 weeks and, assuming the 
complainant prevails, the domain name is transferred 10 days 
later. However, no injunctive relief or damages are available, 
only the transfer of the domain names. 

Another sometimes-overlooked option is the federal Digital 
Millennium Copyright Act (”DMCA”), which provides effective 
content takedown procedures that are followed by many 
Internet hosting companies. 17 U.S.C.A. § 512(c). 

Because many scams involve using copies of the trademark 
owner’s website, infringers commonly copy one or more of 
the company’s copyright protected photographs or graphics. 
Sending a DMCA takedown notice to the hosting company 
may result in the entire website being taken down by the 
hosting company. 

If successful, this technique can get an offending website 
taken down while a UDRP proceeding is being pursued. 

Several other tools exist and can be used in combination, 
including with the tools discussed above. For example, 
filing a complaint with the domain name registry, registrar, 
or website hosting company, or one or more “black hole” 
websites when a domain name is used for phishing attacks or 
mail spamming, have also proven effective. 

Filing a complaint with all of them will simply increase the 
odds that the website is taken down. Additionally, following 
up by email, letter and telephone has also proven to be more 
effective than not following up. 

Lastly, for more egregious matters, consider reporting the 
incident to the Internet Crime Complaint Center36 or local law 
enforcement. 

CONCLUSION
Cybercriminals will continue to exploit the COVID19 pandemic 
to engage in various types of cybercrime, especially attacks 
that utilize trademarks in domain names. 

Trademark owners must be vigilant and increase their 
policing efforts to protect the company and its customers. 
Effectively using existing commercially available monitoring 
tools, and taking appropriate enforcement actions to combat 
these attacks, will mitigate any likely harm. 
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