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Arbitration Agreements in Long-Term Care Facilities: CMS Dismisses Appeal of
Injunction and Issues New Proposed Rule

On Friday, June 2, the Centers for Medicare & Medicaid Services (CMS) retreated from
its appeal of a federal court decision that temporarily blocked CMS'’s ban on pre-dispute
arbitration agreements in the Long-Term Care (LTC) setting.

The ban, announced by CMS in fall 2016, was a major shift in the use of arbitration
agreements in LTC facilities. In essence, after November 28, 2016, LTC facilities were
prohibited from both entering into pre-dispute agreements for binding arbitration with
any resident and requiring that a resident sign an arbitration agreement as a condition
of admission to the facility. 45 CFR 483.70(n)(1). For LTC facilities that wished to
continue their participation in the Medicare and Medicaid programs, they could enter
into a binding arbitration agreement only after a dispute arose between the parties. 45
CFR 483.70(n)(2). In the event that such an agreement was used, it was subject to
certain criteria set out by CMS. 45 CFR 483.70(n)(i)-(vi).

Shortly after CMS announced its Final Rule, the American Health Care Association
(AHCA) sought relief from the ban in a Mississippi federal court. See American Health
Care Association, et al., v. Burwell, et al., Case No. 3:16-cv-233 (N.D. Miss.). AHCA
advocated that CMS did not have the authority to dictate when parties could enter into
an arbitration agreement. The court agreed and granted AHCA’s request for a
preliminary injunction. In its lengthy opinion, the court scrutinized CMS’s cited
justification for the ban and the rush to its “immediate” effective date.

In response, CMS issued a memorandum to its surveyors in December 2016 that
suspended enforcement of the ban “until and unless the injunction is lifted.” See
CENTERS FOR MEDICARE & MEDICAID SERVICES, Long-Term Care (LTC) Regulation:
Enforcement of Rule Prohibiting Use of Pre-Dispute Binding Arbitration Agreements is
Suspended so Long as Court Ordered Injunction Remains in Effect (Dec. 9, 2016)
available here.

CMS simultaneously appealed the lower court’s decision to the United States Court of
Appeals for the Fifth Circuit (USCA Case No. 17-60005). The briefing schedule for the
appeal was slightly extended at CMS’s request, and instead of filing its petitioner’s
appeal brief on June 2, CMS filed a voluntary dismissal without any cited reason.

Currently, the future of CMS’s ban on pre-dispute arbitration agreements looks
unpromising. CMS already published a new proposed rule that intends to revise the
requirements for LTC facilities’ arbitration agreements. See 82 FED. REG. 26649,
available here. The proposal entirely removes the prohibition on pre-dispute
agreements; however, CMS is still attempting to impose additional requirements
around the contractual process in an effort to “support the resident’s right to make
informed choices about important aspects of his or her healthcare.” CMS is accepting
comments on its revised proposed rule until August 7, 2017.
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HHS Task Force Report Offers More Than 100 Recommended Actions to Address the Unique
Cybersecurity Challenges Facing the Health Care Industry

The health care industry faces an “urgent challenge” to secure and protect itself against cybersecurity threats as it
continues to become more digitally connected, according to the Health Care Industry Cybersecurity Task Force (the
“Task Force”) in its final report to Congress released in June 2017. In its “Report on Improving Cybersecurity in the
Health Care Industry” (the “Report”), the Task Force addresses the challenges that make the health care industry
particularly prone to cyberattacks and other incidents, including the “open, sharing culture” required for effective
patient care, the value of health care data to hackers and other criminals, and the potential threats to patient safety
caused by ransomware and other attacks like the recent WannaCry outbreak in the United Kingdom in May 2017
that can disrupt and even shut down patient care. These challenges require solutions specifically tailored to the
realities of today’s health care industry. The Report provides a comprehensive diagnosis of the state of health care
cybersecurity, details the specific risks that the industry faces, and outlines six high-level imperatives, with
corresponding proposed recommendations and action items, that “must be achieved to increase security within the
health care industry.”

Background

The Task Force, which was established by Congress as part of the Cybersecurity Act of 2015, reflects a public-private
partnership whose membership is composed of leaders from all facets of the health care industry, including the
federal government, hospitals, insurers, patient advocates, security companies, pharmaceutical and medical device
manufacturers, health IT developers and vendors, and laboratories. Report, at 5. Congress directed the Task Force to
analyze and address the following six issues as part of its work:

1. How other industries have implemented strategies and safeguards for addressing cybersecurity risks within
those industries;

2. The challenges and barriers faced by non-government entities in health care in developing cybersecurity
protections;

3. The cybersecurity challenges presented to ensure that medical devices and other software or systems are
securely connected to electronic health records and networks;

4. Information that should be disseminated to all industry stakeholders, regardless of size, to improve their
preparedness for and response to cybersecurity threats impacting the health care industry;

5. Establishment of a plan to allow public and private information-sharing regarding cyber threats and defensive
measures; and

6. Reporting to Congressional committees the Task Force’s findings and recommendations.

The Report is the product of public meetings, consultations with experts, public responses to blog posts, and internal
Task Force meetings throughout 2016 and early 2017.

Unique Cybersecurity Challenges Faced by the Health Care Industry
In its Report, the Task Force set forth the specific cybersecurity challenge facing the health care industry:

The health care system cannot deliver effective and safe care without deeper digital
connectivity. If the health care system is connected, but insecure, this connectivity could
betray patient safety, subjecting them to unnecessary risk and forcing them to pay
unaffordable personal costs. Our nation must find a way to prevent our patients from being
forced to choose between connectivity and security.

Id., at 1. Patient data collected to improve medical care and develop new treatments is highly desirable to private
and nation-state hackers, employees with criminal or other malicious intent, and others who may want to commit
identity theft, fraud, or the theft of research and proprietary information. The ever-increasing use of medical
devices, smart phones, and other products that connect to the Internet and hospital networks as part of patient care
present special cybersecurity challenges to patient safety and care. Further, as the Report notes, the health care
industry “is a mosaic” of health care providers of all shapes and sizes with varying financial and personnel resources,
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infrastructure, expertise, and technical capabilities. /d. at 1-2. According to the Task Force, health care cybersecurity
is “a key public health concern that needs immediate and aggressive attention” and requires an ongoing “public-
private partnership” to address the challenges and implement the solutions required to ensure security and patient
safety. Id. at 2-4.

Imperatives, Recommendations, and Action Items

In addition to providing a detailed diagnosis of the current state of cybersecurity within the health care industry, the
Task Force sets forth six imperatives that organize more than 100 recommended actions addressed to a wide range
of industry stakeholders. Id. at 21-53. The imperatives and some of the key recommendations can be summarized as
follows:

1. Define and streamline cybersecurity leadership, governance, and expectations (Imperative 1). This includes the
creation of a cybersecurity czar role within the U.S. Department of Health and Human Services to coordinate all
health care cyber activities (Recommendation 1.1). The Task Force also calls for the harmonization of existing
and future federal and state laws and regulations related to cybersecurity that govern the health care industry
(Recommendation 1.3) and urges Congress to change federal anti-kickback laws so that large health care
organizations can feel safe in sharing cybersecurity resources and information with their partners
(Recommendation 1.5). /d. at 22-27.

2. Increase medical device and health IT security and resilience (Imperative 2). The Task Force’s
recommendations include securing legacy medical devices and EHR applications that may not have ongoing
hardware and software support from the vendors that provided the products (Recommendation 2.1). It also calls
for increasing the adoption and rigor of risk management throughout the lifecycle of medical devices and EHRs
(from development through end of life recycling or disposal) and across all supply-chain levels (Recommendation
2.3). Id. at 28-34.

3. Develop a sizable workforce with the required technical capability to meet the cybersecurity challenges
unique to the industry (Imperative 3). The Task Force’s recommendations include prioritizing and improving
cybersecurity leadership roles within health care organizations (Recommendation 3.1) and the development of
industry models and federal government incentive programs to ensure that small and medium-size health care
providers have robust, state-of-the-art cybersecurity capabilities similar to larger organizations
(Recommendations 3.3 and 3.4). /d. at 35-39.

4. Increase cybersecurity awareness and education within the health care industry (Imperative 4). The Task Force
focused this section on recommendations designed to help organizations create a holistic, collaborative
approach to cybersecurity where all members of the organization from top to bottom are educated and treat
these issues with the sincerity and importance required. Recommendations include education programs
targeting organization executives and boards (Recommendation 4.1), the establishment of a cybersecurity
hygiene posture within the industry (Recommendation 4.2), industry education outreach and engagement
(Recommendation 4.5), and patient education programs (Recommendation 4.6). /d. at 40-46.

5. Identify and develop better mechanisms against cyberattacks and other exposures targeting research and
development and intellectual property (Imperative 5). The Task Force included recommendations for
developing guidance on the value of R&D and the economic value if it is lost (Recommendation 5.1) and
engaging in research to develop ways to better protect big data sets (Recommendation 5.2). /d. at 48-49.

6. Improve information sharing of cyber threats and risks and mitigations strategies within the health care
industry (Imperative 6). The Task Force emphasized the importance of information sharing by public and private
industry stakeholders and using a flexible approach to leverage the sharing initiatives currently in use.
Recommendations include tailoring information sharing so it can be consumed more easily by smaller
organizations that rely on limited or part-time security staff (Recommendation 6.1), HHS collaboration with
industry and information sharing organizations to more effectively disseminate and utilize information
(Recommendation 6.2), and encouraging annual readiness exercises by the health care industry
(Recommendation 6.3). /d. at 50-53.

Further information about the Report and the Task Force’s work can be found at HHS's blog, located here.
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Issues on the Horizon
*= Reconciliation of Ohio’s Biennium State Budget Underway.

On June 21, the Ohio Senate passed a $65.4-billion budget for the next two years. The Senate’s budget made
more than 150 changes to the version presented by the House. Now the chambers have until June 30 to
reconcile their respective versions and present a final budget to Governor Kasich. Tucker Ellis’s Health Care
Practice Group is monitoring the status of the budget negotiations and will report any significant financial
impacts on health care services.

= Anticipated Decision in the Stewart “Apology Statute” Case.

On April 6, oral arguments were held in Stewart v. Vivian pending before the Ohio Supreme Court (Case No.
2016-1013). The Stewart case examines Ohio’s “apology statute” and whether it bars statements of fault, error,
or liability from admission into evidence when such statements are made during the course of apologizing or
commiserating with a patient or a patient’s family. The Court’s decision is expected in the coming weeks. Stay
tuned for future editions of The Pulse for any breaking developments in this case.

This newsletter has been prepared by Tucker Ellis LLP for the use of our clients. Although prepared by professionals, it should not be
used as a substitute for legal counseling in specific situations. Readers should not act upon the information contained herein without
professional guidance.

© 2017 Tucker Ellis LLP. All rights reserved.

4 The Pulse | June 2017




<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



